What is Anonymization CDECE

Anonymization replaces sensitive Real Data

data with realistic alternative values
Name: John Doe

Phone: 555-0199
Email: john.doe@email.com

Breaks the link with real data -
DOB: 1985-06-15

Address: 123 Main St, City  Anonymized Realistic Data

Keeps data looking realistic Name:  Alex Smith ©
Phone:  555-8321

Email: alex.smith@email.com &

Enables safe sharing with test, DOB:  1987-11-23
analytics ,and research teams

)

Address: 456 Oak Ave, Townsville
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Anonymization Overview

Applied based on GEODI discovery results
Works on files and databases

Types:

- Dynamic/
Role Based
Anonymization

- Database
Anonymization

- Persistent File
Anonymization
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Data Replacement Logic

Each value is replaced - Name Name
with a compatible
realistic value: - Plvene Phone
- IBAN 0y~ @ IBAN
f |
B\ N " /
- Credit Card o Credit Card
- Email Email
Replacement
- Date Engine Date

- Dictionaries random value from same dictionary
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Default

Anonymization Modes

X
A
Two modes available: X
Default: Same value » same replacement
- Random mode: always different values rande
X
A
Y

Configurable via:

ANO.SameToSame: False
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Profiles & Scope

Profiles define
what will be anonymized

- Custom selections

Users select from v
predefined profiles
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Persistent File Anhonymization

Creates anonymized copy or modifies original file
Operates similar to "Mask and Download"

Supports workflows for bulk processing Downka
Original )

" &f L
| =

|

|l|.__l i

H'a HI
j -

- Supported formats:
Word, Excel, PDF, PowerPoint, LibreOffice.
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Database
Anonymization

Creates anonymized copy of database

e Original data can
be preserved

e Ensures safe
data usage
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Original DB

Anonymized DB

Use cases:

- Sharing with
development
teams

- Sharing for
analytics
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Can be executed in bulk via workflows
Uses mask/anonymization actions
Refer to Automation & Workflow pages

Success
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The Unified Data Security Ecosystem

Q 9,

Remediate

Y

) Automate

Discover

\ Classity

[52?: Unified Platform ] [ Al-Powered ] @ Regulation-Ready ] El;' Scalable Security
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