CDECE

‘ | DECE-STORE

Discover

Purpose & Getting Started ) .
¢
| Q) P —
¢ Purpose » regulations, fraud, competition, -
illegal web content and more |
USA - EU - UK - Online

CCPA/CPRA GDPR/DORA Safety Bill
¢ DECE-STORE provides ready templates & s >
for each country and regulation

¢ Select and start immediately

Create Project

¢ Al + rules handle the entire process

N
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Regulation-Aware

Powered by DECE-STORE templates,
GEODI supports 35+ country and
industry regulations:

£s] LepD

KVKK X PDPL/PDPA/
* DPDPA
— PCI-DSS
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&
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Each template
includes:

Predefined PIl / sensitive
data recognizers

Ready-to-use queries
and dashboards

Regulation-alignhed risk
scoring




Al/Prompt Based Discovery

~ 3
,c Find documents related to fraud, CVs, or contracts...
!,'
-y v
_ ,_.ef”"f-_:_‘_” =Ly
| u EQAUD ( g CVs ( = CONTRACTS”

Prompt-Based Discovery allows users to find sensitive or risky data using natural language instead of rules. It
It combines semantic understanding with GEODI's capabilities to detect contextual risks like fraud, competition
insights, emails, CVs, or contracts, and supports both on-prem and cloud LLMS for flexible deployment.
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Permission \
Discovery

User vs Data Access Mapping

Nl

"
o

e Discover user permissions across data

sources N N
g | PN
e |dentify who can access which data NG |

e Detect over-permissioned users and risky
access rights

i
o

I
o

l

J00 000 OO0

I
o

e Provides visibility for governance and
compliance

I
o
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Data SO u rces e Supports structured, unstructured,

cloud, on-prem, and data lakes
e No data remains undiscovered

. \ e Remediation is supported across most

—

Structured Uﬁ sources, including databases and email

Unstructured@ —|

Discovery Engine

Data Lakes OL —

e Required connection details for each source

are defined in the Data Sources pages Data Sources page » add new

. . source » credential input
e Having correct users and credentials

ready significantly accelerates
onboarding
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\\\‘
Agent-Based & Agentless Discovery
Agent-based or agentless discovery is supported
Flexible deployment options depending on environment and requirements
Remote
Access
Installed
Agent
v
//

www.decesoftware.com




Endpoint Discovery

Discovery across Windows, Linux, and macOS devices, with endpoint remediation.
Simplified agent management, updates, and troubleshooting.

o |1l

e ——

“\\j ‘“\_\ﬁ

GDE > endpoint B file
agent scan findings
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Performance

High-speed discovery processes
1-2 TB of data per day

Can be scaled further as needed

QuickScan / Sampling mode
increases speed even more

Continuous discovery runs

automatically 1'2 TB/Day

\_ —_

QuickScan Mode 100%

www.decesoftware.com Page 08



Analyzing Results

Initial results start appearing within hours, even () predefined:Pl|
for large datasets

Risk Summary

| Predefined dashboards, reports, and workflows
- provide insights into findings and risks “ [ 1200+

Pll Records High Risk
Found Assets

Powerful search enables actions like finding, 750
deleting, or masking PII data easily O

Refer to related pages for detailed usage

[==—N e .
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Remedia

e Fully automated workflows.

e Supports actions such as
delete, quarantine, and masking

Workflow Select

e \Works across almost all |
data sources, including
databases and email

Setup Action

Refer to Automation &
Remediation pages for details

Mask
—— Delete *‘ ¥

Quarantine
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Duplicate

Detection -
& Cleanup ... |

e Duplicate files can be discovered and removed
e Smart queries define which files are considered originals
e Remaining copies can be safely deleted

e Not only saves storage, but also reduces unnecessary data that may confuse Al systems
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Alerts & Continuous Monitoring

e Risk conditions may continue as nhew data arrives
Alert Triggered:

. . L e\ =
e Alerts can be configured for continuous monitoring Q predefined:PlI
~  source:Shared Folder

e Example: predefined: Pll source:Shared Folder »
alerts when Pll appears in shared areas

e Many scenarios can be automated

e Refer to Automation & Remediation pages for details

www.decesoftware.com Page 12



Discovery
Use Cases



Discovery
Use Cases

Real-world scenarios powered by
automated discovery and remedation

www.decesoftware.com

{ Risk Minimization

E Results

Result 1034

ONE (MAIN ELEMENT)

Subject Access Request

|
b d

— Resulte 00

Name / Email

Coichrdciiook

CDECE

Generate Report

Payment Data Protection Permission Exposure
kY Massed Card ~ = EyOne Domain User Sumtio

(vredit Card .

»1234, Gdim &1 33000 10
No fionting File access 26000 o7
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Mack Dot Flle access 200008
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Risk Minimization

Query: predefined:Pll + predefined: O10Y (older than 10 years)
Actions:

- Delete or quarantine outdated personal data
- Send report

Trigger:
- Scheduled or post-discovery

ACTION PANEL
QUERY TRIGGER

SR . =1 Quarantine
predefined:Pll predefined:010Y ; .} Scheduled or :

post-discovery

v'Report Generated
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Subject Access
Request (SAR)

Query: Name OR Email OR ID

Actions:

- Mask or extract data

- Generate report

Trigger:
- Manual (SAR request)

www.decesoftware.com

Y

(L Name OR Email

D Name

U-123456 John Doe

U-789012 Jane Smith

U-345678 Robert Brown

Mask Data

S
OR ID

johndoe@email.com

janesmith@email.com

robertbrown@email.com

Status
Pending Review
Extracted

Report Ready

Report
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PCI-DSS Payment Data Protection

Query: predefined:PCl Actions: Mask credit card data

Alert security team Trigger: When risky data detected

Masked Preview Security Alert: Risky Data Masked

Location: Transaction Log
Action: Team Notified

kkkk kkokk kkkk 1234

-
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ISO 27001 - Permission a
Exposure

Query examples: " User Filter: All Users v |

\
s

predefined:Pll user:Everyone

predefined:PIl user:Domain Users Permission Exposure List

predefined:Pll user.guest

[shared/finance/payroll/Q3_Reports.xisx Exposed
predefined:Pll user:'Ali Yilmaz'

Actions: [company_docs/HR/sensitive/femployee_data.pdf @RIk ls
/public/marketing/campaigns/customer_lists.csv Exposed
Trigger:

Continuous monitoring
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DORA / Financial Compliance

Query: financial data + source/location

il

Financial Data

www.decesoftware.com

Actions: -Classify -Report Trigger: During discovery

-Encrypt

Classified: Financial / Sensitive & ..

Encrypted & Locked
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Data Retention Policies and Actions

Old Data List Action Toggle Notify Action

E% old_customer_records_2010.csv = (O >10 Yrs n— g
[‘% legacy_contracts_q1_2012.pdf @© >10Yrs Archive . Delete

ﬁ% archived_project_data_2008.zip (O >10 Yrs

Notification Sent to Admin
[% archived_projectt_data_2008.zip (© >10 Yrs

O\ Query: predefined:Pll + predefined: OT10Y (older than 10 years)
{l.‘;-}{a. Actions: Delete or archive Notify

@ Trigger. Scheduled
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Alerti ng on T4 3 Shared Folder

Sensitive Uploads i
. B B
Query: predefined:Pl| Upload Action R e roler

source:Shared Folder

| [
File transfer progress 100% j

ACti ONS: g.data... Snrumage.to...
A ° | _
Send alert email D Instant Alert Notification
Trigger: lincurrect_tt...

- During discovery
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Al-Powered Market
Discovery

GEODI transforms vast public data into a
structured intelligence repository to
instantly uncover market capabilities.

Combines web crawling, OSINT, and Al
to automatically extract unstructured
public data.

ldentifies products, expertise,
certifications, and business capabilities
from websites and catalogs.

Accelerates competitor comparisons,
partner discovery, and supplier
evaluation.

Replaces manual research with
searchable, data-driven strategic
insights.

www.decesoftware.com

ol

GEODI ENTITY CARD

[Certification Identified]

[Technology Mapped]

[Industry Focus]
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Al-Powered

‘ Cang
aléen ISCcovery gy
Eumm&
Recruitment teams often spend hours reviewing : ry
hundreds of CVs to identify suitable candidates. K~ —~
,Jt,l?'ﬁf . D\Irh[' ~
|5 ~
na”cgl 2 "‘\“-, \
EFP° | |
1 Evaluates large volumes of CVs for e
. . H]-H
tech.n.lcal expertise, Iahguage S .
proficiency, and domain knowledge.
d) Dse%u
o Sea,
2 Replaces time-consuming manual [gmﬂsf’ ey s, |
reviews with consistent, prompt-based
Al assessment. .

3 Generates structured candidate insights,
rankings, and summaries.

4 Streamlines recruitment workflows, a
method actively used within DECE to
pinpoint promising talent.
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Open-Source
Intelligence (OSINT)
Discovery

Uncover hidden risks and suspicious
activities by connecting fragmented
indicators across publicly available sources.

Monitors websites,
forums,
marketplaces,
news sources, and
regulatory
publications.

Automatically
connects related
people,
organizations,
locations, and
events.

www.decesoftware.com

Utilizes semantic
discovery to flag
indicators of illicit
trade, stolen goods,
and sanctions
violations.

Transforms scattered
public data into a
connected,
searchable
intelligence graph
for

investigators.

[Hidden Relationship

Detected]

Organization

Person

Event

Ay
Q "
fgr
-2
%}%%
ﬂ%‘*
o
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Competitive
Intelligence _ =

presentd

Competitive intelligence is often hidden across s
emails, presentations, meeting notes, proposals,

contracts, and market research documents scattered

throughout the organization.

« GEODI DSPM Discovery helps teams identify competitor
references, market trends, product comparisons, customer
feedback, and strategic insights using semantic discovery,
Al, and relationship analysis.

=—"1

e By transforming fragmented information into searchable [MarkEtT'en ]
and connected intelligence, GEODI helps organizations o
uncover opportunities, monitor competitive activity, and — /
: B

support better business decisions.
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Fraud Detection

Potential fraud indicators are often
hidden across emails, documents,
INnvoices, contracts, and business
records stored in different systemes.

¥ GEODI DSPM Discovery helps investigators
identify suspicious activities, unusual
relationships, duplicate payments, conflicts
of interest, and other fraud indicators using
semantic discovery, Al, and relationship
analysis.

By connecting people, organizations,
transactions, and communications, GEODI
transforms scattered information into
actionable intelligence and significantly
reduces investigation time.

www.decesoftware.com

[nvoice

jvoice

No. 10547

i

h( [Conflict of Interest Identified] J

L

Entity 1: Employee A

' Transaction: Payment Approval

Entity 2: Vendor X
(Employee A's Sibling)
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The Unified Data Security Ecosystem

Y

) Automate

Q

Discover Remediate

[523 Unified Platform ] [ Al-Powered ] @ Regulation-Ready ] [nﬂ Scalable Security ]
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	Discovery
	Purpose & Getting Started
	DECE-STORE
	◆ Purpose → regulations, fraud, competition, illegal web content and more
	◆ DECE-STORE provides ready templates for each country and regulation
	◆ Select and start immediately
	◆ Al + rules handle the entire process
	USA - CCPA/CPRA
	EU - GDPR/DORA
	UK - Online
	Safety Bill



	Create Project

	Regulation-Aware
	Powered by DECE-STORE templates, GEODI supports 35+ country and industry regulations:
	GDPR
	KVKK
	HIPAA, PCI-DSS
	LGPD
	PDPL/PDPA/
	DPDPA
	Each template includes:
	Predefined PII / sensitive data recognizers
	Ready-to-use queries and dashboards
	Regulation-aligned risk  scoring
	Page



	Al/Prompt Based Discovery
	Find documents related to fraud, CVs, or contracts...
	FRAUD
	CVs

	CONTRACTS
	Prompt-Based Discovery allows users to find sensitive or risky data using natural language instead of rules. It It combines semantic understanding with GEODI's capabilities to detect contextual risks like fraud, competition insights, emails, CVs, or contracts, and supports both on-prem and cloud LLMS for flexible deployment.
	Page

	Discover user permissions across data sources
	Identify who can access which data
	Detect over-permissioned users and risky access rights
	Provides visibility for governance and compliance

	User vs Data Access Mapping
	Page


	Data Sources
	Structured
	Unstructured
	Cloud
	On-Prem
	Data Lakes
	Required connection details for each source
	are defined in the Data Sources pages
	Having correct users and credentials ready significantly accelerates onboarding
	Supports structured, unstructured, cloud, on-prem, and data lakes
	No data remains undiscovered
	Remediation is supported across most sources, including databases and email
	Page



	Agent-Based & Agentless Discovery
	Agent-based or agentless discovery is supported Flexible deployment options depending on environment and requirements
	Installed
	Agent
	Remote
	Access
	Page



	Endpoint Discovery
	Discovery across Windows, Linux, and macOS devices, with endpoint remediation. Simplified agent management, updates, and troubleshooting.
	GDE
	agent
	endpoint
	scan
	file
	findings
	Page




	Performance
	High-speed discovery processes 1-2 TB of data per day
	Can be scaled further as needed
	QuickScan / Sampling mode increases speed even more
	Continuous discovery runs automatically

	1-2 TB/Day
	ON
	100%
	Page



	Analyzing Results
	Initial results start appearing within hours, even for large datasets
	Predefined dashboards, reports, and workflows provide insights into findings and risks
	Powerful search enables actions like finding, deleting, or masking PII data easily
	Refer to related pages for detailed usage
	predefined:PII
	Risk Summary


	75%
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	Remediation
	Fully automated workflows.
	Supports actions such as delete,
	quarantine, and masking
	Works across almost all data sources, including databases and email
	Refer to Automation & Remediation pages for details
	Workflow
	Setup
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	Select
	Action
	Delete
	Quarantine

	Run
	Job
	Page



	Duplicate Detection & Cleanup
	Original
	Duplicate
	Duplicate
	Duplicate files can be discovered and removed
	Duplicate

	Smart queries define which files are considered originals
	Remaining copies can be safely deleted
	Not only saves storage, but also reduces unnecessary data that may confuse Al systems
	Page



	Alerts & Continuous Monitoring
	Risk conditions may continue as new data arrives
	Alerts can be configured for continuous monitoring
	Example: predefined: PII source:Shared Folder →
	alerts when PII appears in shared areas
	Many scenarios can be automated
	Refer to Automation & Remediation pages for details
	Alert Triggered: predefined:PII source:Shared Folder
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	Discovery Use Cases
	Real-world scenarios powered by automated discovery and remedation
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	Risk Minimization
	Query: predefined:PII + predefined: 010Y (older than 10 years)
	Actions:
	- Delete or quarantine outdated personal data - Send report

	Trigger:
	- Scheduled or post-discovery
	QUERY
	predefined:PII          predefined:010Y
	TRIGGER

	Scheduled or post-discovery
	ACTION PANEL

	Delete
	Quarantine
	Report Generated
	Page




	Subject Access Request (SAR)
	Query: Name OR Email OR ID
	Actions:
	- Mask or extract data
	- Generate report

	Trigger:
	- Manual (SAR request)
	Page



	PCI-DSS Payment Data Protection
	Query: predefined:PCI
	Actions: Mask credit card data
	Alert security team
	Trigger: When risky data detected
	Security Alert: Risky Data Masked Location: Transaction Log Action: Team Notified
	Page


	ISO 27001 - Permission
	Exposure
	Query examples:
	predefined:PII user:Everyone
	predefined:PII user:Domain Users
	predefined:PII user:guest
	predefined:PII user:'Ali Yılmaz'

	Actions:
	Trigger:
	Continuous monitoring
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	DORA / Financial Compliance
	Query: financial data + source/location
	Actions: -Classify -Report                  -Encrypt
	Trigger: During discovery
	Financial Data
	Classified: Financial / Sensitive
	Encrypted & Locked
	Page


	Data Retention Policies and Actions
	Old Data List
	Action Toggle
	Notify Action
	Notification Sent to Admin
	Query:
	predefined:PII + predefined: 010Y (older than 10 years)
	Actions:      Delete or archive         Notify
	Trigger:      Scheduled
	Page



	Alerting on Sensitive Uploads
	Shared Folder
	Query: predefined:PII
	source:Shared Folder
	Upload Action
	Actions:
	- Send alert email

	Trigger:
	- During discovery
	Instant Alert Notification
	Page




	Al-Powered Market Discovery
	GEODI transforms vast public data into a structured intelligence repository to instantly uncover market capabilities.
	Combines web crawling, OSINT, and AI to automatically extract unstructured public data.
	Identifies products, expertise, certifications, and business capabilities from websites and catalogs.
	Accelerates competitor comparisons, partner discovery, and supplier evaluation.
	Replaces manual research with searchable, data-driven strategic insights.
	www.decesoftware.com
	Page


	Al-Powered Talent Discovery
	Recruitment teams often spend hours reviewing hundreds of CVs to identify suitable candidates.
	Evaluates large volumes of CVs for technical expertise, language proficiency, and domain knowledge.
	Replaces time-consuming manual reviews with consistent, prompt-based Al assessment.
	Generates structured candidate insights, rankings, and summaries.
	Streamlines recruitment workflows, a method actively used within DECE to pinpoint promising talent.
	Page
	Open-Source Intelligence (OSINT) Discovery


	Fraud Detection
	Potential fraud indicators are often hidden across emails, documents, invoices, contracts, and business records stored in different systems.
	GEODI DSPM Discovery helps investigators identify suspicious activities, unusual relationships, duplicate payments, conflicts of interest, and other fraud indicators using semantic discovery, AI, and relationship analysis.
	By connecting people, organizations, transactions, and communications, GEODI transforms scattered information into actionable intelligence and significantly reduces investigation time.
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